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NotifyMDM for BlackBerry 

The NotifyMDM application for BlackBerry is a device component of the NotifyMDM enterprise system. The 
NotifyMDM device application communicates with the NotifyMDM server and is designed to enable users to 
keep up-to-date with company security policies and management features, ensuring confidentiality and 
integrity of wirelessly transmitted corporate information. NotifyMDM for BlackBerry also enables you to access 
a User Self-Administrative dashboard to locate a misplaced device or issue a lock/wipe command to a 
potentially compromised device. 

NotifyMDM for BlackBerry is integrated with the NotifySync for BlackBerry application. The NotifySync 
application allows you to connect a BlackBerry, running OS versions 4.5 -7.1, to any email platform 
supporting ActiveSync to synchronize email, calendar, contacts, and tasks.  

The credentials you enter to register NotifySync is also used to enroll your device with the NotifyMDM server. 
The products are registered/enrolled simultaneously. 

 

Requirements 

 BlackBerry Operating System versions 4.5 – 7.1 

 User account on the NotifyMDM server. 

 

Pre-Installation Considerations 

 If you are using an OS version older than 5.0 and you plan to use a BIS Email Account (gmail, 
aol, yahoo, etc.) on the device along with your NotifySync account, set up your BIS Email account 
first. Wait for the service books to be sent down to the device, then delete the CICAL service book 
from the device before you install NotifySync. See knowledge base article for more details. 

 Disable the Encryption (≥OS v5.0) or Content Protection (<OS v5.0) option on your BlackBerry 
as it prevents NotifySync from accessing the Contact, Calendar, and Task information stored on the 
device. Access these settings from the BlackBerry Home screen. 

o For OS versions ≥5.0 - Select Options > Security > Encryption and disable the Encrypt option 
for Device Memory. 

o For OS versions <5.0 - Select Options > Security Options > General Settings and disable 
Content Protection. 

 Set the device to the language of your choice prior to installing NotifySync (Options > Language). 
Doing so ensures a more complete language conversion of the NotifySync application. 

 Backup your device. If your device contains information such as Contacts, Calendar events, Tasks, 
Memos, or messages that you do not want to lose, backup your device before you begin the 
installation process. Wired devices may use the Backup and Restore application in the Desktop 
Manager. 

 

 

  

http://support.notifycorp.com/support/index.php?/Knowledgebase/Article/View/292/4/using-personal-bis-and-notifylink-or-notifysync-email-accounts-simultaneously
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Installation Instructions 

NotifyMDM for BlackBerry is integrated with the NotifySync for BlackBerry application. The NotifySync 
application allows you to connect a BlackBerry, running OS 4.5 – 7.1, to any email platform supporting 
ActiveSync to synchronize email, calendar, contacts, and tasks.  

The information you enter to register NotifySync is also used to simultaneously enroll your device with the 
NotifyMDM server. 

Reference the NotifySync for BlackBerry User Guide to learn more about NotifySync at:  
 

Installation and registration videos for NotifySync are also available on the NotifySync Resource Portal. 
 

 

 

 

Step 1: 
 

Open the device browser and enter the Web address: 
 

http://notifymdm.notify.net/bb 
 

 

 

 

 

Step 2: 
 

Review and accept the NotifySync End User License Agreement. 

 

http://help.notify.net/TechDocs/device/NotifySync/UserGuide/NetHelp/
http://notifysync.notify.net/Portal.asp
http://notifymdm.notify.net/bb
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Step 3: 
 

Select the Download button to download the application.  

Hint:  Leave the Set applications permissions box unchecked, 
unless you want to manually adjust your BlackBerry’s permission 
settings. 
 
A progression bar displays as the application downloads.  

 

 

 

 
An Application Permissions screen prompts you to grant 
NotifySync trusted application status.  

 
Select Yes. 

 

A dialog displays indicating that the installation was successful. 
Select Run. 

 

 

 

NotifySync opens to the registration screen. 

 

You are now ready to register your NotifySync account. See 
Registration Instructions. 

 

  The NotifySync icon appears on your Applications or 
Downloads page.  

 

 

Application Permissions 

 
You may see other Application Permissions requests. Always 
grant requests that reference the NotifySync application.  
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Registration Instructions 

NotifyMDM Registration for NotifyLink Users 

For current NotifyLink users who want to transition to NotifyMDM, the following steps are required: 

1. Remove your NotifyLink account from the device. See instructions: 

BlackBerry 

2. Before you can register against NotifyMDM, verify that your administrator has removed your NotifyLink user 
from the NotifyLink server and add you as a NotifyLink ActiveSync user.  

3. When you register your device with NotifyMDM, do the following: 

 Username – enter your NotifyLink Username  

 Password – enter your NotifyLink Authentication Password 

The NotifySync for BlackBerry app is similar to NotifyLink for BlackBerry. See the NotifySync user guide for 
more information. 

 

 

 

 

If the Registration screen is not already displayed, select the 
NotifySync icon from the BlackBerry desktop.  

 

Hint: The icon may be located on the Home screen or in the 
Applications or the Downloads folder. 

 

NotifySync Icon 

http://help.notify.net/TechDocs/device/BBP/UserGuide/NetHelp/WordDocuments/uninstallingnotifylinkusingthenotifyblackberryinstaller.htm
http://help.notify.net/TechDocs/device/NotifySync/UserGuide/NetHelp/
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Step 1: 

Enter the Email address and Password associated with your 
ActiveSync server account. 

The Network Setting field allows you to choose what NotifySync 
uses when opening network connections. The default is Auto 
Detect, which chooses an appropriate network setting based on 
available services. Accept Auto Detect and prioritize the 
connection types from the Advanced screen, or select your 
Preferred Network type. See the Advanced Network Settings 
section below. 

Notes:  You can change your Network Setting at any 
time through the NotifySync Preferences menu. 
If you intend to use Direct Push synchronization, you 
must select TCP as your preferred network setting. 

Select Next to allow the registration process to “auto-discover” 
your server address. This may take several minutes depending 
on your network setting. 

Note: If you select Manual Setup, you will be prompted 
to enter your username, domain, and server address, and 
choose whether or not to use an HTTPS connection.  

Selecting Next allows the registration process to “auto-
discover” this information. See Manual Setup below. 

 

 

 

 

 

If a prompt for a License Key pops up, enter the key your 
administrator has provided.  

The device will retrieve your server configuration settings.  

If there are multiple server configurations, select the one your 
administrator has specified. 
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Step 2:  

Confirm your configuration. 

 You can use the Edit option to make any necessary 
changes.  

 Select Next to continue. 

 

 

 

 

Final Step 

Select the type(s) of information you want to synchronize to your 
device. 

Check the Email box to synchronize mail. 

For PIM items (calendar, contacts, tasks, memos) choose 
whether you want to: 

 Replace Device Items – Deletes items currently on the 
device and replaces them with items synchronized from 
the server. 

 Merge Items* – Merges the items that currently exist on 
the device and server together in both locations. 

 Do Not Sync – Prevents this item type from 
synchronizing. 

*A note about Merging:  When items exist on both the server 
and device, choosing to Merge Items will result in duplicates on 
both the server and device. 

Tasks and Memos: 

-If the Tasks or Memo Pad applications are not installed on the 
device, Tasks and Memos will not be available. 
-Memo items cannot be merged. 
-Memo synchronization is not supported on devices interfacing 
with an Exchange 2010 server. Exchange 2003 and 2007 do 
support memos. 

 

Select Finish to complete the registration 
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If you are prompted with your organization’s Acceptable Use 
Policy, read and accept it. 

 

 

 

If you chose to merge or replace any of the PIM items, a dialog 
appears indicating the affect merging or replacing has on existing 
data. 

Before continuing, you may want to backup important items that 
will be lost in this process. 

When you are ready to proceed, select Yes. 

 

 

 

Designate the device ownership. Is this your Personal device or 
a Company owned device? 

 

If you are prompted, review and accept the NotifyMDM End User 
License Agreement.  
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The device Inbox appears once the registration is completed. 

Check the top-left corner to verify that the correct time and date 
are showing. 

The Inbox populates as the device completes its first 
synchronization cycle. 

 

 

 

 

Email Address Synchronization 
NotifySync verifies the email address you entered during 
registration against the email address(es) associated with the 
active user account on the server.  

 

The dialog box at left appears only if there is a discrepancy and 
allows you to choose another address from those listed on the 
server. 

 

You are now registered with NotifySync.  
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Advanced Network Settings 
 

 
                                                        

 
 

 
Advanced screen 

 
 

 
Prioritize Auto Detect Connection Types 

 
 

 

The Network Setting default is Auto Detect which 
automatically chooses an appropriate network setting 
based on available services.  

 Accept Auto Detect and prioritize the 
connection types from the Advanced screen, 
OR 

 Select a specific Preferred Network type from 
the Available Networks list. 

Hint:  If you intend to use Direct Push 
synchronization, you must use TCP network 
provisioning.  

 

Automatic Radio Cycle - Set your preference for 
how the device behaves if attempts to open a 
network connection consistently fail: 

 Prompt - Prompts you before it cycles the 
radio off and on 

 Yes - Automatically cycles the radio  

 No - Displays a dialog advising you to restart 
manually 

Change the Preferred Network - On the Available 
Networks list, scroll to the network type you want to 
use and select it. 

Last used Network - Displays the network type used 
during the last connection to the server. 

Prioritize Connection Types for Auto Detect - 
Highlight Auto Detect in the Available Networks list 
and select Edit from the menu. Use the arrows to 
change the priority of the connection types used or 
move them into the Do Not Use area. 

Select Save from the menu. 
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Manual Setup  

Enter the License Key your administrator has 
provided. 

In the Username field, enter the username 
associated with your ActiveSync server account 
(usually everything before the @). 
OR 
Check Use Email as Username if you are required 
to use your Email address as the username for 
authentication with the ActiveSync Server. Then skip 
to the Server Address field. 

Hint: This option is provided for hosted mail systems, 
such as Microsoft Online, who require the full Email 
address because there are multiple domains 
associated with the same server address. Check with 
your IT administrator or email provider to verify 
whether you should use your full Email address for 
the Username or just the part to the left of the @ 
sign. 

 

 

 

Enter the Domain name associated with your ActiveSync server account. 

Your Domain may be one of the following: 

 The login you use to access Web mail may contain the Domain. The login is often 
in the format: Domain/username. Try using the text before the / as the domain.  

 Sometimes the text that comes after the @ sign in your Email address is 
considered the Domain. EX:  If your Email address is: name@company.com, your 
Domain may be company.com. 

 Sometimes the domain may use part of the text that comes after the @ sign in your 
Email address, with “.local” appended to it instead of “.com”. EX:  If your Email 
address is: name@company.com, your Domain may be company.local. 

 Sometimes the NotifySync registration can be completed by leaving the Domain 
field blank. 

Enter the Server Address. This is the server address of your NotifyMDM server.  
On-Demand users enter, ondemand.notifymdm.com 

Check the Use HTTPS box to enable SSL encryption for secure data transfer between the 
server and your device. 

Select Next to proceed. 
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Using NotifyMDM 

There are several NotifyMDM options located in the NotifySync menu. To access these options, open 
NotifySync and press the device menu button. The NotifyMDM features are:  

 Managed Apps 

 Files 

 Preferences > Polices 

 

Accessing the Corporate Managed Apps List 
 

Your administrator may compile and synchronize to your device a list of recommended mobile applications. 
The list consists of quick links to the applications, making it convenient to install any one of them on the 
device. 

1. To access the Managed App list, open 
NotifySync and press the device menu button. 
Select Managed Apps from the menu. The 
device checks the server for new apps. 

 

 

 

 

 

  

  

2. A list of available apps displays. Select the app to view the link. 

 

 

Select Refresh from the menu to initiate a check for newly available apps. 
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Accessing the Shared File List 
Your administrator may compile and make available a list a directory of folders and files. If the policy to which 
you have been assigned permits, you will have access to these files on your device.  

Please note, that in order to view the files, you must have viewing applications installed on the device that 
support the file types. For example, you must have a pdf reader in order to view a .pfd file. 

 

1. To access the Shared File directory, open NotifySync 
and press the device menu button. Select Files from 
the menu. The device checks the server for new files.  

 

 

2. The file directory appears. Folders are indicated by a 
yellow folder icon; files by a black file icon.  

Select a folder to expand it and view the subfolders and 
files in it. Select a file to open it. 

You must have appropriate file viewing applications on 
the device to open the files available to you. 

Select the Home button to collapse the expanded file 
directory and return to the main folder in the tree.  

  

 

Menu Options 

Press the device menu button and select Set Download 
Folder to select a default folder in which to save downloaded 
files.  

 

Select Refresh from the menu to refresh the file list with newly 
available files. File download times vary depending on file size: 

 

File size 

1 MB 

5 MB 

15 MB 

Approximate download time 

1 second 

3 seconds 

11 seconds 
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Policies 
The Policies option displays the current policies that the NotifyMDM server has synchronized to the device.  

 

1. To access Policies, open NotifySync and press the 
device menu button.  

2. Select Preferences > Policies. 
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NotifySync Preferences  

 
The NotifySync Preferences provide settings that allow you to configure the way your NotifySync application 
operates. Some of the information available here applies to the NotifyMDM application as well.  

A description several of these preferences is provided in this guide. For complete documentation on 
NotifySync Preferences see the NotifySync for BlackBerry user guide. 

 

To access the Preferences menu, select the NotifySync 
icon. 

 

 

Within NotifySync, press the menu button and select 
Preferences.  

 

 

 

 

 
 

 

Account Settings  

The Account Settings option displays NotifyMDM 
synchronization status information and your NotifyMDM 
account credentials.  

 

You can change the device ownership here, if necessary, 
by selecting the Device Ownership button. Choose 
Personal or Company. 

 

Select the Reload Server Configuration button to reload 
your current sever configuration.  

 

 
 

 

 

http://help.notify.net/TechDocs/device/NotifySync/UserGuide/NetHelp/Documents/customizingnotifysync.htm
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Device Info 

Device Info displays some of the device statistics, such as 
model, PIN, OS version, NotifySync version, etc. 

 

You can copy the device information and send it via email 
to a technical support representative for troubleshooting 
purposes. 

Select Copy Device Info from the menu. Then, select the 
Send Device Info menu option. The email Compose 
screen opens with the device information attached in a 
plain text file (DeviceInfo.txt). 

 

 

 

Log Settings 

Log Settings can be enabled in order to provide 
troubleshooting information. Enabling the settings impact 
device performance and should only be done at the 
direction of a technical support representative. 

 

 

Network Settings 

The Network Settings option allows you to change your 
preferred network type. You can also define how Automatic 
Radio Cycle should function if attempts to open a network 
connection consistently fail.  
 

Prompt - prompt before radio cycles off/on 
Yes - automatically cycle the radio 
No - display a dialog that advises you to restart manually 
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Security Settings     

The Security Settings have several options that allow you to view the security settings on your device. Some 
of the settings may be editable preferences. Others are set and cannot be changed. This is determined by the 
NotifyMDM policy settings that your administrator has assigned to your device. 

 

When Emergency Settings are enabled, this allows you to 
make emergency calls from the phone without entering 
your unlock password. Mark the Confirm Emergency Call 
checkbox to avoid accidental calls. 

 

 

General Security allows you to enable data-at-rest 
encryption. You can define the level of encryption: Secure 
(128-bit), More secure (192-bit), or Most Secure (256-bit). 

 

 

Lock Settings display the lock features that are enabled on 
the device.  

Inactivity Timeout – Time before the device locks due to 

inactivity 

Challenge timeout – lock initiated regardless of inactivity 

Password Echo – exposes password entry attempt in order to 
show your entry error 

Lock message – message to display whenever the device 

locks 

Note: Duress Notification is not supported on the NotifyMDM 

server. 
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Password Settings allow you to change your lock 
password and view password features that are enabled on 
the device.  

 

 

 

 

Status 

Status allows you to view the device’s last synchronization 
time and the status of its network connections, power and 
memory.  

 

 

 

 

 

 

 

 

To test the connections to the mail and license servers, 
select Diagnostics Test from the menu. 
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Maintenance Tips 

Upgrading your NotifySync/NotifyMDM Software 
 

Check For Updates provides a way for you to keep your NotifySync/NotifyMDM software up-to-date. 
Choosing this option initiates a check for available application updates. Use the Perform Updates menu 
option to apply the updates. 

Automatic Check for Updates. You can set your device to check for updates automatically and notify you 
when an update is available. Enable the following options in the NotifySync General Settings: 

 Enable the Automatically Check for Updates option to allow the device to check for available 
updates once every 24 hours. 

 Enable the Update Notifications option to have a notification sent to your Inbox when an update 
is available. 

 

Upgrading Your NotifySync Software 

1. Open NotifySync and press the menu button. 

2. Select Preferences > Check for Updates. This initiates a check. 

3. If there are available updates, place a checkmark next to the application update(s) you want to install. 

4. Choose Continue or select Perform Updates from the menu. 

 

Operating System Updates   

Any time you update NotifySync/NotifyMDM, make sure you have the latest operating system software 
available for your device as well, since the OS update may unlock NotifySync/NotifyMDM functionality that is 
compatible with newer OS versions. See also Knowledge Base article. Check for OS updates for your 
carrier/device at: http://us.blackberry.com/support/downloads/download_sites.jsp  
 

 

  

http://support.notifycorp.com/support/index.php?/default_import/Knowledgebase/Article/View/1051/4/blackberry-operating-system-wireless-updates-known-issues-and-best-practices
http://us.blackberry.com/support/downloads/download_sites.jsp
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Using a Recovery Password 
If your device is locked due to an inactivity or challenge timeout, and you do not remember your unlock 
password, you can use the Recovery Password feature on your device to generate a temporary unlock 
password.  

1. When the device locks, scroll down and select the Recover Password option. 

 

2. Enter the word, NotifySync to confirm that you want to generate a recovery password and select OK. 
A dialog box displays confirming that the password has been generated. 

  

3. The recovery password can be viewed by logging in to the NotifyMDM User Self-Service Portal or an 
administrator can retrieve the password for you by viewing it from the NotifyMDM administrative 
dashboard. 

4. Enter the temporary password to unlock your device. The device then prompts you to choose a new 
password. 
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Uninstall the NotifySync/NotifyMDM Application 
NotifySync/NotifyMDM can be uninstalled from the device using the BlackBerry application list. When 
NotifySync/NotifyMDM is uninstalled using this method, all application data files are removed as well. 

 

Access the device’s application list to delete the NotifySync application.  

1. Select Options > Advanced Options > Applications  
OR Options > Device > Application Management. 

2. Highlight the NotifySync for BlackBerry application and select Delete from the menu. 

 

What to do if you Change Devices 
If you change devices, your NotifyMDM administrator must Clear Device Enrollment on the server before 
you can enroll the new device.  
 

 Uninstall the NotifySync/NotifyMDM app from the old device by performing the steps in the section 
above.  

 

 After you verify that the administrator has cleared the device enrollment, proceed with enrolling the 
new device. 
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Accessing the User Self-Administration Portal 
 
The User Self-Administration Portal is a resource for NotifyMDM users. Its primary benefit is that it provides a 
quick way to perform time sensitive operations without having to go through an administrator. This means that 
if your device is lost or stolen you can issue commands to the device to prevent malicious actions or 
unwanted access to sensitive data as soon as you become aware of a threat. 
 
You can access the portal from your desktop computer or from another mobile device. Both the desktop portal 
and the mobile portal include a way for you to check the location of your device and retrieve a recovery 
password to unlock your device. 
 

You can also use these portals to upload or install client certificates if access to the server you are interfacing 
with requires an authentication certificate for security purposes. (See Appendix A below.) 
 
To use the User Self-Administrative Web, obtain the NotifyMDM server address from your administrator. 
Commit it to memory or note it somewhere. 
 

 
 

Access the Mobile User Self-Administrative Portal  
In the browser of an Internet enabled device,  

 On-premise users enter: https://<yourMDMserveraddress>/mobile  
 

 On-demand users enter: https://ondemand.notifymdm.com/mobile  
 

Access the Desktop User Self-Administrative Portal  
In a web browser of an Internet enabled PC, 

 On-premise users enter: https://<yourMDMserveraddress> 
 

 On-demand users enter: https://ondemand.notifymdm.com  

 
 
 

Login 
Once you gain access, login with your NotifyMDM user account credentials.  

 For users interfacing with an ActiveSync server, use your ActiveSync account username, 
password and domain. 
 

 For users not interfacing with an ActiveSync server, use your NotifyMDM user account username 
and password, and leave the domain field blank. 

 
For more information on the use of the portals, see the User Self Administration guide.   

 

  

User%20Self%20Administration.pdf
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Appendix A: Identity Certificate 
Installation  

 

The Identity Certificate is not required for everyone. If access to the server you interface with requires an 
authentication certificate for security purposes, your administrator will instruct you to install the Identity 
Certificate. Identity Certificates can be installed onto your device via the NotifyMDM Mobile User Self-
Administration portal. A certificate can be installed on multiple devices; however, only one certificate at a time 
can be used.  
 
What follows is an example of the certificate installation process. This process may vary depending on the 
device model. 
 

 

 

 

 

Access the NotifyMDM Mobile User  
Self-Administration portal 
 
From the device browser, enter 
<yourMDMserveraddress>/mobile.  
 
On-Demand Users enter: 
https://ondemand.notifymdm.com/mobile. 
 
Login with your NotifyMDM user account credentials: 

 For users interfacing with an ActiveSync server, use 

your ActiveSync account username, password and 

domain. 

 

 For users not interfacing with an ActiveSync server, use 

your NotifyMDM user account username and 

password, and leave the domain field blank. 

 
 

Install the Certificate 
 

1. Select User Certificate from the NotifyMDM Mobile 
User Self-Administration portal menu. 
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2. Tap Download Certificate to initiate the installation. 
 
Note: If you see a message indicating that there is no 
available certificate, your administrator has not yet 
uploaded a certificate. Consult your administrator.  

 

3. Select Yes when prompted to save the item.  

 

 

 

 

 

4. From the drop down menu, select On Media Card.  

 

Save the certificate to the media card. 

 

 

5. Select the file to be downloaded. Select Open to begin 
installation.  

 

Note: If your device browser does not allow you to 
install the certificate, perform the alternate steps outlined 
below. Otherwise, proceed to step 6.  
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Alternate Steps 

If you cannot install the certificate through the device browser, 
follow the steps below.  

This behavior has been observed on the BlackBerry Torch 
Touch OS 7.0, but may occur on other device models as well.  

 On your device, access Options > Security > Advanced 
Security Settings > Certificates.  

 Press the menu button and select Import Media Card 
Certs.  

 Select the certificate file. The file will be a .pfx, .p12, or 
.cer file.  

Proceed to step 6.  

 

 

 

6. If the certificate is a .pfx or .p12 file, you may have to 
enter a password.  

Enter the password given by your administrator and 
select OK. 

 

 

 

7. Once the file is opened, select all the Contents by 
placing a check mark in each box.  

 

 

 

8. Select the Menu button and choose Import Certificates 
to import the selected contents.  
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9. Create a key store password. This password will be 
required if you ever need to edit, reinstall, or delete the 
certificate.  

 

Enter a password and confirm it. Select OK  

 

 

 

View Certificates 

To view the installed certificates, go to Options > 
Security > Advanced > Certificates.  

 

 


